Azure Security Capstone Project

In this project, I will demonstrate how to apply multiple layers of security to protect a confidential design image
for a fictional company called BuyforSure by utilizing the capabilities of Microsoft Azure. To this end, five main
tasks need to be performed:

1. Creating users and groups and implementing mandatory multifactor authentication.

2. Creating a resource group and a new Storage account and providing access to users via a SAS token.

3. Enabling encryption on a Storage account.

4. Creating a virtual machine and adding a network security group rule to allow inbound traffic on port 3389
for the virtual machine.

5. Implementing Azure security using Defender for Storage and configure diagnostics settings to send data to
the Log Analytics workspace.

[ will thoroughly go through all the required steps for successful deployment. This project was completed on the
Azure platform as it was during October 2024. Changes to the Azure Ul might have taken place since then but its
core functionalities should remain the same.



Task 1: Create a group with three users, assign the Virtual Machine Administrator Login role, and
implement multifactor authentication for the users.

| Activity |

Key evidence

Activity 1: Creating three users
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1. After signing in to the Azure Portal, we type in “Microsoft Entra ID” (formerly, Azure Active Directory) into the search box.
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2. On the Default Directory page, select Users under the Manage blade.
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3. Select Create New User from the New User dropdown menu.
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4. We now create a User with the following details on the Basics tab, and click on Review + create:

Field Value

User principal name Enter the username, AlexSmith1, and select a domain from the
dropdown list beside the @ symbol.

Mail nickname Tick the Derive from user principal name checkbox.
Display name Enter the user's name, AlexSmith.
Password Tick the Auto-generate password checkbox.

Account enabled Tick the Account enabled checkbox.
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Note: For this project there is no need to add Properties or user-level Assignments.

5. We check if all information is correct, and click Create
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6. The process is then repeated for users SofiaLee and NishaPatel.
7. After all users are created, we go back to the Users page to check all three appear.



Activity 2: Create a group for the
three users and assign the Virtual
Machine Administrator Login
role to this group.
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1. We go back to the Default Directory page, and select Groups under the Manage blade.
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2. On the Groups page, we click on New Group
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3. We then create a group with the following configuration:

Field Value

Group type Microsoft 365.

Group name JewelSales.

Group email address The group email address will be automatically populated from the group name.

Group description A short description such as 'Sales team responsible for promoting and selling
the jewelry brand.'

4. Under Owners, we click on No owners selected.
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5. Onthe Add owners wizard, we select ourselves as the owner, and confirm by clicking on Select.
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Try changing or adding filters if you don't see what you're locking for.
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6. We then click on No members selected in the Members section
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7. Inthe Add members wizard, we then select the three users we just created, and click on Select.
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8. We then select Create on the New Group page, and go back to the All groups page to check if everything is in order.
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9. After this, we navigate back to the home page, and select Subscriptions

DEFAULT DIRECTORY.

Source

Cloud




Microsoft Azure  [GRVSNIELE

Azure services

é

Microsoft Entra
1]

Resources

Recent  Favorite

Navigate

ubscriptions

Learn Azure with free online
training from Microsoft

Useful links

re_Billing/SubscriptionsBlade

2 Search resources, services, and docs (G+/) Copilot

& o 4 A

Groups Quickstart Subscriptions Azure Al Kubernetes Virtual
Center services services machines

Last Viewed

6 minutes ago

? Subscriptions

View
All resources
Description

Subscriptions serve as the foundation:
and billing m fi

‘ Analyze and optim

cloud spend for free

Useful links Azure mobile app

L 9 ;\pp Store | | P> émog\a Play

10. On the Subscriptions page, we click on our current subscription.
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11. From the menu on the left, we click on Access control (IAM), and select Add role assignment from the Access control
(IAM) page.
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12. On the Add role assignment page, we either scroll down or use the search box to find the Virtual Machine
Administrator Login role, and click on Next.
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13. Then, on the Add role assignment, we select the User, group, or service principal radio button in the Assign access to
section

14. After that, in the Members section, we click on Select members, choose the JewelSales group we created earlier, and
confirm our decision with the Select button.
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15. Now that the group has been successfully added, we click on Next.
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16. On the next page we click on the Review + assign button to complete the role assignment.
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17. A notification should now appear that the role has been successfully assigned.



Activity 3: Implement
mandatory multifactor
authentication for all three users.
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1. We go back to the Default Directory page once again, and select Security at the bottom of the Manage blade.
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2. Once on the Security page, we click on Multifactor authentication under the Manage blade.
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3. On the Multifactor authentication page, under the Configure section, we select Additional cloud-based multifactor
authentication settings.
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4. On the multi-factor authentication service settings page, under verification options, we check the boxes of the MFA

options we desire.
5. Under remember multi-factor authentication on trusted device, we select the Allow users to remember multi-factor
authentication on devices they trust (between one to 365 days) checkbox, and click on Save.
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6. We then navigate back to the Default Directory page, select Users under the Manage blade, and then click on Per-user
MFA.
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7. On the multi-factor authentication users page, we tick the checkboxes beside the three users created earlier:
AlexSmith, SofiaLee, and NishaPatel.
8. We then click on Enable which is under quick steps to the right.
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users service settings
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9. A pop-up will appear to ask us to confirm our decision, and we select enable multi-factor auth.




enable multi-factor auth cancel

10. Another pop-up will appear stating that updates were successful which we can dismiss by clicking Close




11. We can then view the results and confirm that multi-factor authentication has been enabled for all three users
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Task 2: Upload an image to a Storage account container, create a Blob shared access signature (SAS) URL
for the image, and assign the Storage Blob Data Contributor role to the group members.

| Activity |
Activity 1: Create a resource

group, a Storage account, and a

container Note: This can also be achieved by selecting Create a resource and using the Search services and marketplace search box to
' search for “resource group”.
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1. After signing in to the Azure Portal, we hover over Resource groups and click on Create.
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2. On the Create a resource group page, on the Basics tab, we then input the following information:



Field Value

Subscription Select the current Azure subscription.

Resource group Enter the resource group name JewelPromo.

Region Select the region closest to you, considering latency and availability.

3. Click on Review + create
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4. Select Create, after confirming all details are correct.
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5. We will receive a notification that the resource group had been created, but we can make sure by going into the Resource
Group page and checking for our newly created resource group.
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6. To create a storage account, we can either go to the Storage accounts page and click on Create, or use the Marketplace
page. Let’s go to the Marketplace page by clicking on Create a resource.
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7. We then type in “storage account” in the Search services and marketplace search box.
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8. This will take us to the Marketplace page where we will click on the Storage account result.
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9. On the next page we click on Create.
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10. This will take us to the Create a storage account page, where we will input the following configuration information into
the Basics tab, and select Review + Create.

Field \Value

Subscription Select the Azure subscription for the new storage account.

Resource group Select JewelPromo.

Storage account name Enter the storage account name, advtstorage.
Note: Storage account name must be globally unique

Region Select the same region as the resource group we created
earlier.

Performance Select Standard: Recommended for most scenarios
(general-purpose v2 account).

Redundancy Select Geo-redundant storage (GRS).




Note: Selecting this option replicates the data to a datacenter
in a different region. Ensure that the Make read access to
data available in the event of regional unavailability
checkbox is selected.
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11. We then click on Create to deploy the storage account.
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12. It will take some time for the storage account to deploy. Once it is ready, we click on Go to resource.
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13. Anonymous access to storage accounts is disabled by default. To enable it, we first go to Configuration under the Settings
blade, select the Enable radio button under Allow Blob anonymous access, and confirm changes by clicking on Save.
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We then select Containers under the Data storage blade.

On the Containers page, we click on Container to create a new container.
On the New container wizard, we enter a name for our new container, such as campaignimages. From the Public
access level dropdown list, which should now no longer be grayed out, we select Blob (anonymous read access for

blobs only).
We then click on Create to create the container.

& copilot

DEFAUL]
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18. The container can now be viewed on the Containers page.
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Activity 2: Upload an image to 1. We now click on the newly created container called campaignimages, select the Upload button to open the Upload
the container in the Storage blob wizard, and add the SparklingGems.png to the container.

account and create a Blob SAS

URL for the image.
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3. To generate the SAS, we click on the ellipsis (...) next to the SparklingGems.png file, and select Generate SAS from the

dropdown menu.
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4. We then go to the Generate SAS tab of the windows that pops up and click on Permissions, enabling Read and Write
permissions for the file. We then make sure that HTTPS only is selected under Allowed protocols.
5. We then confirm our selection by clicking on Generate SAS token and URL.
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6. The Blob SAS token and the Blob SAS URL appear in the bottom area of the wizard. We then copy the Blob SAS URL,
and save it for later use.
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Note: This is the only time we can see and copy the SAS URL.

Activity 3: Assign the Storage 1. We then navigate to the Resource Groups page from the Azure portal and select the JewelPromo resource group.
Blob Data Contributor role to the 2. Then, we click on Access control (IAM) and select the Role assignments tab which shows us our existing role
group members. assignments.

3. Since no Storage Blob Data Contributor role exists, we select Add and choose Add role assignment.
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4. On the Role tab of the Add role assignment menu, on the Job function roles tab, in the search box, we search for and
select Storage Blob Data Contributor, and confirm our selection by clicking on Next.
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5. On the Members tab, in the Members section, we choose Select members. In the wizard that will pop-up, we choose

three users that were created earlier: AlexSmith, SofiaLee, and NishaPatel, and then click on Select to confirm our
choice.
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6. We then on Review + assign which will take us to the Review + assign tab where we have to once again click
on Review + assign to assign the roles
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7. This action will take us back to the Access control (IAM) menu where on the Role assignments tab, we should now be
able to see that the users AlexSmith, SofiaLee, and NishaPatel are assigned the Storage Blob Data Contributor role.
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Task 3: Create a Key Vault and a managed identity and encrypt the Storage account using customer-
managed Keys.

| Activity |
Activity 1: Create a Key Vault

1. From the Azure Portal, we select Create a resource to go to the Marketplace page where we type “key vault” into the
and a managed identity and Search services and marketplace search box, and then click on Key Vault from the results.
assign key permissions to the

managed identity.

Key evidence
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2. On the Key Vault page, we then click on Create which should open the Create a key vault page where we input the
following configuration on the Basics tab, and then click on Next.

Field

Subscription
Resource group
Key vault name
Region

Pricing tier
Purge protection

Value

Select an Azure subscription.

Select JewelPromo.

Enter a key vault name, EntraKeyVault1.

Select the same region as previous resources
Select Standard.

Select Enable purge protection (enforce a
mandatory retention period for deleted vaults
and vault objects).
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3. On the Access configuration tab, in the Permission model section, we select the Vault access policy radio button, and
then click on Review + Create.
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4. Onthe Review + create tab, we review the details, and click on Create to deploy the key vault.
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5. After a short time, we will be notified that our deployment is complete.
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6. We then go back to the Azure Portal home page, and type “managed identities” into the search box.
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7. Onthe Managed Identities page, we then select Create which takes us to the Create User Assigned Managed Identity
page where we specify the following information into the Basics tab, and click on Review + create.

Field Value

Subscription Select an Azure subscription.
Resource group Select JewelPromo.
Region Select the same region as previous resources.

Name Enter a unique name, such as Campaignldentity.
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8. Onthe Review + create tab, review the details, click on Create, and wait for the notification that the deployment of the
managed identity is complete.
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9. Next, we navigate to the resource group JewelPromo where we deployed EntraKeyVault1, and click on it to access its

menu.
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10. From the selected Key Vault's menu, we select Access policies and, on the Access policies page, click on Create.
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11. On the Create an access policy page, we assign the following permissions, and then click on the Next button:
e Under Key Management Operations, select Get and List.

Under Cryptographic Operations, select Unwrap Key and Wrap Key.
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12. On the Principal tab, we select the created managed identity, Campaignldentity, and click on Next.
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13. We then skip the Application (optional) tab by clicking on Next, and then select Create on the Review + create tab.
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14. On the Key Vault's Access policies page, we can now view the key permissions assigned to our new managed identity.
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£ u Campaignidentity Get, List, Unwrap Key, W

> USER

& Secrets

B Certificates

Activity 2: Encrypt the Storage 1. We navigate to our storage account, adstorage, and select Encryption from the storage account’'s menu, under the
account using customer-managed Security + networking blade.
keys. 2. On the Encryption page, we go to the Encryption tab and select the Customer-managed keys radio button in the

Encryption type field.

3. Under the Key selection section, in the Encryption key field, we select the Select from key vault radio button, and then
in the Key vault and Kkey field, choose Select a key vault and key.
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DEFAULT DIRECTORY

a admaterials | Encryption

Encryption  Encryption

B Overview Stora p rage encrypts your data as it's written in our datacente
Activity log

b Tags new data will be encrypted, and any existing files in this storage account
will retroactively get encrypted by a
Diagnose and solve problems

Access Contral (1AM) Encryption selection

(= mifreiar Enable support for customer-managed B 1d files only

Storage browser Infrastructure enc
. Storage Mover Encryption type r nanaged keys
=3 Partner solutions mer-managed k
> EBEEERR ner-managed keys are enabled, the storage account named ‘admat anted access to the selected key vault. Both soft delete and purge protection are also enabled on the key vault and cannot be disabled.
BS Containers
selection
8 File sl
Encryption key Select from key vault
E Queues Enter key URI
B Tables
Key vault and key
Security + networking

£ Networking

@ Front Door and CDN

~ Advanced

& Encryption

@ Microsoft Defender for
Cloud

Data nagement

s

® Redundancy

% Data protection

& Object replication

4. On the Select a key page, the subscription is automatically populated.

5. Inthe Key store type field, we select the Key vault radio button, and then select EntraKeyVault1 from the dropdown
list in the Key vault field.

6. Next, in the Key field, we click on Create new key.
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Select a key

Subscription

Key store type

Key vault

Key

7. On the Create a key page, in the Name field, we will enter the name, AdKey, leave the other options to their defaults, and
select Create.

= i o s e —— = P & o
= Microsoft Azure  [GRUSEIEEES O Search resources, services, and docs (G+/) U Copilot - (o DEFAULT DIRECTORY -
L ] Create a key

Options

Name

Set activation date

iration date

y rotation policy

Confidential Key Op

Exportable
Immutable

Confidential operation policy

[create




8. Then, on the Select a key page, choose Select as the key, AdKey, is automatically added to the Key field

= [VEGE Y-V () Upgrade £ Search resources, services, and docs (G+/) & copilot i al 8

DEFAULT DIRECTORY

Select a key -

9. Back on the Encryption page, in the Identity type field, we select the User-assigned radio button, and click on Select an
identity which will prompt the Select user assigned managed identity wizard.
10. We then search for and select Campaignldentity in the User assigned managed identities field, and then click on Add.
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Select user assigned manage...
a admaterials | Encryption
S unt
subscription
Encryption  Encryption scope:
B Overview tion protects | t ure Storage encrypts your data a written in our datacenters, and
Activity log

Please note that after enabling Storage Service Encryption, only new dat ncrypted, ting files in this storage account

¥ Tags
will retroactively get encrypted round e

Diagnase and salve problems
Access Control (IAM) Encryption selection
Data migration d files only
Events
Storage brov n ructure encryption bled
- S ncryption type ) Microsof aged key
% Partner solutions Customer-managed key
P When customer-managed keys are enabled, the storage account named ‘admaterials’ is granted access to the selected key vault. Both soft delete and purge pr

B Containel
Key selection

Encryption key lect from key vault

m Queues O Enter key URI
Selected identi

B Tables
Key vault and key
Security + netwo
Networking
@ Front Door and CDN
¥ Acce

. shared acces i Make sure that your user-assigned identity has access to the desired key vault. Otherwise, you will need to leave the storage account and make the required ch
gnature

& Encryption

ft Defender for v Advanced

Data management
% Storage ta:

® Redundancy
% Data protection

& Object replication

11. Then, the Encryption page, select Save and check for the notification which confirms that the storage account is
successfully encrypted using customer-managed keys.
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a admaterials | Encryption

Encryption  Encryption

B Overview Stora v yption protects your data at rage encrypts your data as it's written in our datacenters, and
Activiy log for you as you a

lin vice Encryption, only new data will be encrypted, and any ng files in this storage account
will retroactively get encrypted

b Tags
Diagnose and solve problems
Access Contraol (IAM) Encryption selection

Data migration

= Storage bro
M, Storage Mover
% Partner solutions ner-managed k
torage ner-managed keys are enabled, the storage account named ‘admateri anted access to the selected key vault. Both soft delete and purge protection are also enabled on the key vault and cannat be disabled.
Contain
Key selection
8 File sha
Current key
Queues
tomated key rotation
Tables >
Security + networking Key version in use
£ Networking \dentity

Front Door and CDN
igned identity urceGroup:

Encryption

oft Defender for

Data management
Storage tasks (preview)
) Redundancy
Data protection

Object replication

Task 4: Secure the Storage account using Microsoft Defender and Log Analytics workspace.

‘ Activity ‘ Key evidence

Activity 1: Enable Microsoft 1. We navigate to the admaterials storage account page, select Microsoft Defender for Cloud under the Security +
Defender for Storage for the Networking blade, and click on the Enable on storage account button.
Storage account.



© Go to Defender for Cloud Overview Give us feedb
B Overview

Activity log Enable Microsoft Defender for Storage
orage detects thre : nd data, including malicious data exfiltration of sens
rage account/month (overage cf
Essential capabilities
toring (log analy: sed threat detection)
Configurable capabil
5 e data threat detection
| EER On-upload m:
Partner solutions
GIETT
. ing engine with the online cloud-protection The online cloud protection improves the pre n of malware detection by uploading
Containers 5t this metadata i d and stored see
i File shares
Queues
Tables

Recommendations
ecurity + networking

Networking Defender for Cloud continuously monitors the configuration of your storage accounts to identify potential security vulnerabilit d recommends actions to mitigate them.

Front Door and CDN

Shared access No recommendations to display
T
gnature There are no security recommendation
Encryption
Microsoft Defender for
Cloud

Data management

2. Now that Microsoft Defender for Storage is enabled, it's on status is visible on the Defender for Cloud page.
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@ admaterials | Microsoft Defender for Cloud

Tt

h
© Go to Defender for Cloud Overview Give us feedback
B Overview

Activity log f New s ailable, including near-real-time mahware scanning and sensitive data dis

Microsoft Defender for Storage Enable Defender for Storage on entire subscription

and salve problems rage accounts in th

ntrol (1AM) & (o] Acti wonitoring (log analy d threat detection)

Data migration Sen: data threat detection
Events On-upload

Storage brow
M, storage Mover

Partner solutions

Recommendations

Data storage

B8 Containers Defender for Cloud continuously monitors the configuration of your storage accounts to identify potential security vulnerabilities and recommends actions to mitigate them.

8 File sh

M Queuves

Tables : .
= lebe No recommendations to display

Security + networking
There are no security recommendati or thi

£ Networking

@ Front Door and CDN

Security incidents and alerts
& Encryption

. nder for Cloud vanced analyti d global threat gence to alert y¢ nalicious yed below are from tl
g Microsoft Defender for Defender for Cloud u ed analytics and global threat intelligence to alert you to maliciou: yed below are from the

Cloud o

+ Data management

Activity 2: Configure diagnostic 1. We need to create a Log Analytics workspace which is done by inputting “log analytics workspaces” in the search bar
settings to send data to the Log and going to the Log Analytics workspaces page where we then click on Create.
Analytics workspace.
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Log Analytics workspaces
Default D )

Create Open recycle bin Manage view
Fitter for subscription equals all
ing 0 to 0 of 0 records.

Name T

earch resources, services, and docs (G+/)

Refresh Open query |

Resource group equals all 3 Location equals all X e add fiter

Resource group T, Location Ty,

No log analytics workspaces to display

& copilot

Subscription 1.,

DEFAULT DIRECTORY

2. We then create a new Log Analytics workspace named JewelAnalytics in the JewelPromo resource group and wait the

deployment to complete.
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Create Log Analytics workspace

Basics Review + Create

ea
log dat:

Project details

Ject the
age all your

L

Resource group © (0 IPromo

Instance details

Name

Region

(Review + Create

3. We then click on Diagnostic settings under the Monitoring blade on the storage account page, and select admaterials
from the list of resources.
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= admaterials | Diagnostic settings =

int
Refre:

€ website Subscription Resource group

H Lifecycle management P

5 Azure Al Search admaterials
Settings Select any of the resources to view diagnostic settings.

£ Configuration
Name Resource type Resource group Diagnostics status

B admaterials Storage account JewelPromo ) Disabled
blob JewelPromo Disabled
queue JewelPromo Disabled

table E JewelProme Disabled

1.1 Endpoin file E JewelPromo Disabled
B Locks

Manitoring

¥ Insights

M alerts

Y Metrics

B workbooks

Bl Diagnostic settings
@ Logs

* Monitoring (classic)

4. On the Diagnostic settings page, we select Add diagnostic setting.
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DEFAULT DIRECTORY

) admaterials | Diagnostic settings =
ount

Refresh Feedback

# Azure Al Search Subscription

Configuration

= Data Lake Gen2
[

" Upgrade Diagnostic settings are used to configure streaming export of platform logs and metrics for a resource to the destination of your choice. You may create up to five different diagnostic settings to send different logs and metrics to independent destinations.

urce Ehél'\f'lg
Diagnostic settings
Name Storage account Event hub Log Analytics workspace Partner solution Edit setting

or
~ recommendations No diagnostic settings defined
1.1 Endpoints
M Locks
tting’ above to configure the collection of the following data:
~ Monitoring

¥ Metrics
B workbooks
¥ Diagnostic settings

#® Logs

5. We then specify the following information, and click on Save.

Field Value

Diagnostic setting name Enter the diagnostic setting name, AdStorageMonitor.
Destination details Select the Send to Log Analytics workspace checkbox.
Metrics Select the Transaction checkbox.
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Diagnostic setting

and/or metr ¥ nt to collect from a
them to. Norm ation will

Diagnostic setting name

ation details
Metrics

Send to Log An

6. We should then receive a notification that the AdStorageMonitor diagnostic setting has been added and be able to view
it on the Diagnostic settings page.
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f7 admaterials | Diagnostic settings » *
int

Refresh Feedback

i iption Resource
B Lifecy anagement

| [ adma
3 Azure Al Search
“ Seftings
& Configuration Diagnos

= Lake Gen2 I
upgrade Diagnostic settings

Name Storage account Event hub Log Analytics workspace Partner solution Edit setting

AdstorageMonitor

3
* recommendations

fli Endpoints Click *Add Diagnostic setting' above to configure the collection of the following data:
& Locks * Transaction

Monitoring

¥ Insights

M plerts

Y Metrics

M workbooks

Pl Diagnostic settings

@ Logs

Task 5: View the image using a Blob SAS URL on a virtual machine.

Activity ‘ Key evidence

Activity 1: Create a Windows 1. We login to the Azure Portal and click on Create a resource to open the Marketplace page where we select Create under
Server 2019 Datacenter virtual Windows Server 2019 Datacenter.
machine.
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Create a resource

Get Started Sea na e Getting started?

reated
Popular Azure services Popular Marketplace products

Virtual m.::hme Wind: rver 2019 Datacenter
Cr

Web Ap Ubuntu Server 20.04 LTS

[l
Ré

SQL Database Ubuntu Server 22.04 LTS

; Function App Red Hat Enterprise Linux 7.4

Key Vault

Integration

® ssentials 50K
Data Factory MongoDB Atlas
Internet of Things | |

IT & Management Tools

Template deployment (deploy using custom templates) el Standard

\ = \

Logic App @ Microsoft Defender for Endpoint

Automation Azure Backup - AVS

Public IP address @ StartStopV2

Y

2. Onthe Create a virtual machine page, on the Basics tab, we then input the following information:

Field Value

Subscription Select an Azure subscription.

Resource group Select JewelPromo.

Virtual machine name Enter a unique VM name, such as CampaignVM.
Region Select the same region as our other resources

Availability options Select Availability zone.

Availability zone Select Zones 1.

DEFAULT DIRECTORY
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Create a virtual machine
( Help me create alow cost VM | [ Help me create a VM optimized for high availability )  Help me chaose the right VM size for my workload |

Basics | D Networking ~ Management ~ Monitoring  Advanced Review + create

scription may not be eligibl

Project details
Select the iption to manage deployed resour 5 and manage

all your

Resource group [ Jewelpromo

Instance details
Virtual machine name
Region

Availability optiens

Zone options

Availability

o You can now s vill create one VM
one

Image

3. We scroll down and, under the Administrator account section, enter the Username and Password.
4. Then, under the Inbound port rules section, in the Public inbound ports field, select the None radio button and click
on Next: Disks.
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Create a virtual machine

Help me create a low cost VM| [ Help me create a VM optimized for high availability | (Help me choose the right VM size for my workioad |
x64

i’ Amb4 is not supported with the selected image.

Run with Azure Spot discount

i You are in the free trial period. Costs associated with this VM can be d by any remaining credits on your subscription.

Enable Hibernation

Administrator account
Username

Password

Confirm password

Inbound port rules

al machine network ports are accessible from the public internet. You can specify more limited or granular
the Networking tab.

Public inbound ports None
() Allow selected ports

Select inbound ports

et will be b /ou will be able to

n
les in the V|

5. On the Disks tab, we retain the default settings, and select Next: Networking.
6. On the Networking tab, under the Network interface section, we specify the following information and click on Next:
Management:

Field Value

Virtual network Select (new) CampaignVM-vnet.
Subnet Select (new) default (10.0.0.0/24).
Public inbound ports Select None.
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Create a virtual machine
(" Help me create alow costvM | [ Help me create a VM optimized for high availability | [ Help me choose the right VM size for my workload )

Disks Networking | Management  Monitoring Advanced  Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NI
ports, inbound and outbound cannectivity with security group rules, or place behind an e

Network interface
‘When creating a virtual machine, a network interface will be created for you.

Virtual network ‘ (new] npaignVM-vnet

Subnet efault (

Public IP np

NIC network security group None
Basic

Advanced

Public inbound ports None
Allo

Select inbound ports

Al traffic from the internet will be blocked by defautt. Vou will be able to
change inbound port rules in the VM orking page.

Delete public IP and NIC when VM is
deleted

Enable accelerated networking

The resource provide ould be registered in order to enable
accelerated n

MNext : Management >

7. Onthe Management tab, we also retain the default settings, and select Next: Monitoring.
8. On the Monitoring tab, under the Diagnostics section, in the Boot diagnostics field, select the Disable radio button and
then click on Review + create.
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Create a virtual machine

@® [ Help me create alow cost VM| (_ Help me create a VM optimized for high availabilty ] [ Help me choose the right VM size for my workload |

Basis Disks Networking  Management | Monitoring | Advanced Tags  Review + create
Configure menitoring options for your VM.
Alerts

Enable recommended alert rules

Diagnostics

Boot diagnostics nable with managed storage account (recommended)
() Enable with custom storage account

Disable
Enable OS guest diagnostics

Health

Enable application health monitoring

9. On the Review + create page, we check our configuration, and then click on Create to create a virtual machine

10. After the deployment is complete, we click on Go to resource and select Connect on the newly created virtual machine's
Overview page. We then download the RDP file.

Note: At this point we cannot connect to the VM because the RDP port is blocked. We first need to allow RDP traffic with an
inbound network security group rule for port 3389.
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@ CampaignVM

Virtu ne
arch Connect Restart Stop Capture ~ Delete Refresh Open in mobile Feedback
Overview
Activity log Essentials
Access control (IAM) ire p (move) : ating s : Windows (Windows Server 2019 Datacenter)
b Ta Status + Running : Sta 315 (1 vepu, 1 GiB memory)

Vest Europe (Zone 1)
Diagnose and solve problems D

+ Connect
1 1c231d77-b506-
Connect
i1
on 4, 14:27 UTC
E. Windows Admin Center
Netwerking

B Network settings Properties  Monitoring ~ Capabilities ()~ Recommendations  Tutorials
4 Load balancin:

? B virtual machine
@ Application security

CampaignVivi ub { Network interface
groups

Windows (Windows Server 2019 Datacenter)
B Network manager

Settings
Ready

2.7.41491.1139

Standard B1s
&% Configuration

Ad

Properties
Locks

vailabilty

% availability +

% Identity
Activity 2: Add a network 1. The fastest way to add the incoming network security group rule is to select More Options on the Connect page click on
security group rule to allow Add incoming NSG port rule.

inbound traffic on port 3389 for Note: This can also be done in Network settings under the Networking blade.
our virtual machine.
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CampaignVM | Connect

Refresh Troubleshoot More Options Feedback

Add incoming NSG port rule
necting using

Public IP address | Reset password or keys
Admin username
Port ( )
Diagnase and salve problems
Just-in-time policy
“ Connect
Connect Most common
E
Native RDP

Connect vi hou dditional s
needed. Recommended for te

4 Loadb n Public IP addr
& Application security
groups

Download RDP file

' More ways to connect (4)

Operating
£ Configuration

s, Advisor
recommendations

Il Properties
Locks
ailabi
W size
% Availability + scaling

Security

% Identity

2. Inthe Add inbound security rule wizard, specify the following information and click on Add:

Note: This rule will only allow IP addresses on port 3389.

Field Value

Source Any

Service Custom

Destination port ranges 3389

Protocol Any




Action Allow

Priority 310

Name AllowAnyCustom3389Inbound

i Upgrade £ Search resources, services, and docs (G+ & copilot (]
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CampaignVM | Connect
Vir ne
Source
il : ! Troubleshoot v tions Feedback Any
* Overview urce port rangs
ecting using
Activity log nnecting using
’ B ic 1P address |
control (1AM}

Admin username

Diagnose and solve problems . Service
- Connect % L Custom

Connect Most common ation port ranges
B: n

Protocol
. Windows Admin Center rotocol

Networking Native RDP

) Connect via native RDP

£ Network settings needed. Recommended for
4 Load balancing Public IP addr:

Action
Allow

) Deny
Download RDP file

Priority
310

' More ways to connect (4)
MName

9inbound

recommendati
111 Properties
B Locks

Availability + scale

% availability + scaling

Security

% Identity

3. We can now see our new NSG rule in the Network Settings page on the Inbound port rules dropdown section.



Activity 3: Verify access to the
image as an administrator using
the Blob SAS URL.

Microsoft Azure (@ Upgrade

Overview
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Attach network interface Detach network interface View topology Troubleshoot Refresh Give feedb.

Activity log

Ac control (IAM) Hi Network interface / IP configuration

¥ Tags

Diagnose and solve problems

Connect

Network interface E Load balanc

Connect

Virtual netwt

urity groups

Bastion ¢ IP addre: 8 \ rk group

E. Windows Admin Center e IP addr Accelerated networking

Networking
£ Network settings
4 Load balancing

Network manager

application

Configuration

Advisor
recommendati

Properties

Locks

bility + scaling

* Security

% Identity

Collapse all

Network security group (attached to networkinterface:
1 network interfaces

Source == all Destination == all Protocol == all

Priority T Name Protocol Source Destination

Inbound port rules (4)

210

Outbound port rul

1. We can now go back to the Connect page and download the RDP file to test our configuration.

DEFAULT DIRECTORY

—+ Create port rule

Action




CampaignVM | Connect

Virtual machine

Search

Overview
Activity log
Access control {JAN)
Tags
Diagnose and solve problems
Connect
Connect
Bastion
E. windows Admin Center
MNetwaorking
f8 Network settings
& Load balancing

& Application security
groups

#8 Network manager
Settings
Diisks

Extensions +
applications

Operating system

&= Configuration

Refresh Troubleshoot More Options Feedback

=== (Connecting using

Public IP address |

Admin username : VWihadmin

Port { ) : 3389 O]

Just-in-time policy : Unsupported by plan (@

Most common

o .
| & Local machine

A

Mative RDP

Connect via native RDP without any additional software
needed. Recommended for testing only.

Public IP address {(172.201.216.151)

Download RDP file

" More ways to connect (4)




2. When we open the file a Remote Desktop Connection pop-up window will appear where we will click on Connect.

B Remote Desktop Connection X

F The publisher of this remote connection can't be identified. Do you want to connect
anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

Publisher: Unknown publisher
Type: Remote Desktop Connection
Remote computer: 172.201.216.151

2 5%)

[ ] Dont ask me again for connections to this computer

x| Show Details

3. Then, on the Enter your credentials pop-up window, enter the Username and Password, and select OK.

Windows Security

Enter your credentials

These credentials will be used to connect to 172.201.216.151.

ViMadmin

D Remember me

Cancel




4. Next, on the Remote Desktop Connection pop-up window, we click on Yes to verify the identity of the virtual machine
and finish logging on.

% Remote Desktop Connection >

{i\ﬁ The identity of the remote computer cannot be verfied. Do
4 you want to connect anyway ?

The remote computer could not be authenticated due to problems with its
securnty cerificate. it may be unsafe to proceed.

Cerificate name

_qJ Mame in the cerificate from the remate computer:
CampaignM

Cerificate emors

The following emors were encountered while validating the remote
computer’s cerificate:

/1 The cerificate is not from a trusted cedifying authority.

Do you want to connect despite these cedificate emars?

[ ] Dont a=k me again for connections to this computer

View certificate... fes

Ut

The virtual machine screen will be displayed.
6. When it loads, we open a browser and paste the Blob SAS URL that we saved earlier during Task 2, Activity 2. This will

load the SparklingGems.png image stored in our campaignimages container within our encrypted admaterials
storage account.



% CampaignVM - 172.201.216.151:3389 - Remote Desktop Connection - o X

& pivate ' [ [3 SparklingGemspng (827x545) X+

= (@) (] ‘admaterials.blob.core.windows.net;

BuyforSure

Activity 4: Access the image as a 1. We firstlog in using the credentials of one of our three test users, for example, AlexSmith, and go to the Virtual
sales team member using the Machines page.
Blob SAS URL.



Home >
Virtual machines = - %
Default Directory

+ create 2 Switchto dassic (O Reservations ~ 53 Manage view ~+ () Refresh < Exportto €SV 3 Open query © assigntags [> stat C Restart [ stop [H Delete = Services v 2 Maintenance

Subscription equals all Type equals all Resource group equals all > Location equals all > T add fitter

Showing 10 1 of 1 records. No grouping ~ | [Z= st view v

[ Name * Subscription Ty, Resource group Ty, Location Ty, Status Ty Operating system Ty, Size Ty, Public IP address T, Disks Ty,

Ilj B3 campaignvim Azure subseription 1 JewelPromo West Europe Running Windows Standard_E1s 172.201.216.151 1 I

us | Page

2. Clicking on the Virtual Machine will take us to its Overview page where we will select the Connect button.

A7 Give feedback




S o e e O

Home > Virtual machines >

Virtual machines «
Default Directory

K3 CampaignVM = # - %

Virtual machine

| | K3 overview

-+ Create ~ 2 Switch to dlassic

& Connect

> start C' Restart [] stop (D Hibernate &3 Capture ~ [i] Delete () Refresh [] Openinmobile &’ Feedback [Z cli/ps

Connect

[ Filter for any field..

Name B Activity log Connect via Bastion JSON View
[ —— . Access contral (IAM) Resource group (move) : JewelProme Operating system & Windows (Windows Server 2019 Datacenter)
ampaign’ el
& Tags Status ! Running size : Standard B1s (1 vcpu, 1 GiB memory)
Location  West Europe (Zane 1) Public IP address : 172.201.216.151

X Diagnose and solve problems

Subscription (move! : Azure subscription 1 Virtual network/subnet @ CampaignViM-vnet/default

7 Comect Subseription ID 1 1c231d77-b506-4287-925¢-abag3bffasfh DMNS name i Not configured
? Networking Availability zone I Health state Q-
> Settings Time created 1 21/10/2024, 14:27 UTC
> Availability + scale Tags (edit : add tags
> security
5 Backup + disaster recovery Properties  Monitoring  C (® wdations  Tutorials
> Operations
3 virtual machine & Networking
72 Monitoring Computer name CampaignVM Public IP address 172.201.216.151 ( Network interface campaignvm984 _z1 )
> Automation Operating system Wwindows (Windows Server 2019 Datacenter) Public 1P address (IPv6)
5 el VM generation vz Private I address 10004
VM architecture x64. Private |P address (IPv6)
Agent status Ready virtual network/subnet Campaig default
Agent version 2.7.41491.1139 DNS name Configure
Hibernation Disabled
Host group - ER size
ot i Size Standard B1s
Proimity placement group - vepUs 1
Colocation status /A RaM 1o
Capacity reservation group - KB Source image details
Disk controller type sesl Source image publisher  MicrosoftWindowsServer
BN acure spot Source image offer WindowsServer
saure spot . Source image plan 2019-clatacenter-gensecond
Azure Spot eviction policy - 2 Disk
%) Avsilabilty + scaling 0s disk campai | OsDisk_1_cIba37cfoeb3adsfbbacea2a203fcd1
T avallability zone (edit 1 Encryption at host Disabled

3. On the Connect page, we then choose Download RDP File in the Native RDP section.
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Home > Virtual machines > CampaignVM

Virtual machines « (& CampaignVM | Connect # - X
Default Directory Virtual machine
= N 5
Create switch to classic  **+ s«
+ < s ) Refresh @ Troubleshoot ™ 38 More Options ™ /37 Feedback
[ Filter for any field... | B overview
Connecting using
E Activity log
Name T Public IP address | 172.201.216.151 ™
B Compaignvm ... ™ Access control (IAM)
Admin username : VMadmin
€ Tags
Port (change) : 3389 Check access @
X Diagnose and solve problems
Just-in-time policy : Not configured for port 3389 Configure for this port
' Connect
4 connect Most common
X Bastion
e Local machine
& windows Admin Center
> Networking Native RDP
_ Connect via native RDP without any additional software
2 settings needed. Recommended for testing only.
> Availability + scale Public IP address (172.201.216.151)
> Security
> Backup + disaster recovery
> Gperations Download RDP file Q
> Monitoring
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4. When the Remote Desktop Connection pop-up window appears, we click on Connect and then login with the VMadmin
credentials just like before.




Windows Security

Enter your credentials

These credentials will be used to connect to 172.201.216.151.

Viadmin

I:l Remember me

Cancel

5. We open a browser in the virtual machine and paste the Blob SAS URL to view the SparklingGems.png image.



% CampaignVM - 172.201.216.151:3389 - Remote Desktop Connection - o X

& admaterials.blob.core.wind...
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